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SENATE BI LL 5308

State of WAshi ngt on 55th Legislature 1997 Regul ar Sessi on

By Senators Horn, Finkbeiner, Franklin, Fraser and Wnsley; by request
of Secretary of State

Read first tinme 01/22/97. Referred to Commttee on Energy & Uilities.

AN ACT Relating to electronic signatures; amendi ng RCW 19. 34. 030,
19. 34. 040, 19.34.100, 19.34.110, 19.34.120, 19.34.200, 19.34.210,
19. 34. 240, 19.34.250, 19.34.260, 19.34.280, 19.34.300, 19.34.310,
19. 34. 320, 19. 34.340, 19.34.350, 19.34.400, 19.34.500, and 19. 34.901;
addi ng new sections to chapter 19.34 RCW adding a new section to
chapter 43.105 RCW prescribing penalties; and providing an effective
dat e.

BE | T ENACTED BY THE LEG SLATURE OF THE STATE OF WASHI NGTON:

Sec. 1. RCW 19. 34. 030 and 1996 c¢c 250 s 104 are each anended to
read as fol |l ows:

(1) ((+f ) I | i hi el ) e )

hori ) L " hi | I I hall i

I e . hori . L - Howi
reasonable—transttion—to—private—enterprise-)) The secretary is a
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certification authority. Acertificate issued by the secretary has the
sane effect as a certificate issued by a licensed certification
authority. The secretary shall only issue certificates in which the
subscriber is:

(a) The secretary or an authorized agent or enployee of the
secretary for purposes of official business; or

(b) An applicant for a license as a certification authority, for
t he purpose of conpliance with RCW19. 34.100(1)(a).

(2) The secretary must maintain a publicly accessible data base
containing a certification authority disclosure record for each
licensed certification authority, and a list of all judgnents filed
with the secretary, wthin the previous five years, under RCW
19. 34. 290. The secretary nust publish the contents of the data base in
at | east one recogni zed repository.

(3) The secretary ((#ust)) nmay adopt rules consistent with this
chapter and in furtherance of its purposes:

(a) To govern licensed certification authorities and recogni zed
repositories, their practice, and the termnation of a licensed
certification authority’s or recognized repository’s practice;

(b) To determi ne an anount reasonably appropriate for a suitable
guaranty, in light of the burden a suitable guaranty places upon
licensed certification authorities and the assurance of quality and
financial responsibility it provides to persons who rely on
certificates issued by |licensed certification authorities;

(c) To specify reasonable requirenents for the formof certificates
issued by licensed certification authorities, in accordance wth
general ly accepted standards for digital signature certificates;

(d) To specify reasonable requirenents for recordkeeping by
licensed certification authorities;

(e) To specify reasonable requirenents for the content, form and
sources of information in certification authority disclosure records,
t he updating and tineliness of the information, and ot her practices and
policies relating to certification authority disclosure records;

(f) To specify the form of certification practice statenents;
((and))

(g) To specify the procedure and manner in which a certificate my
be suspended or revoked, as consistent wth this chapter; and

(h) Oherwise to give effect to and inplenent this chapter.
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Sec. 2. RCW 19. 34. 040 and 1996 c 250 s 105 are each anended to
read as foll ows:

The secretary may adopt rul es establishing reasonable fees for al
services rendered by the secretary under this chapter, in anmounts that
are reasonably calculated to be sufficient to conpensate for the costs
of all services under this chapter, but that are not estimated to
exceed those costs in the aggregate. All fees recovered by the
secretary nust be deposited in the state general fund.

Sec. 3. RCW 19.34.100 and 1996 c¢ 250 s 201 are each anended to
read as foll ows:

(1) To obtain or retain a license, a certification authority nust:

(a) Be the subscriber of a certificate published in a recogni zed
repository;

(b) Enploy as operative personnel only persons who have not been
convicted within the past fifteen years of a felony or have ever been
convicted of a crinme involving fraud, false statenent, or deception;

(c) Enploy as operative personnel only persons who have
denonstrat ed know edge and proficiency in follow ng the requirenents of
this chapter

(d) File with the secretary a suitable guaranty, unless the

certification authority is a ((departrent—eoffHece—or—offiecial—of—=a
state)) city((y)) or county ((geverhrnrental—entity—provided—that-
- I f oy Bl o . g E thi I .

eertiHecat+oen—autherity)) that is self-insured or the departnent of

information services;

(e) ((Have—the—right—te)) Use a trustworthy system including a
secure nmeans for limting access to its private key;

(f) Present proof to the secretary of having working capital
reasonably sufficient, according to rules adopted by the secretary, to
enabl e the applicant to conduct business as a certification authority;

(g) Miintain an office in this state or have established a
regi stered agent for service of process in this state; and

(h) Conmply with all further licensing requirenents established by
rule by the secretary.
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(2) The secretary must issue alicense to a certification authority
t hat :

(a) I's qualified under subsection (1) of this section;

(b) Applies in witing to the secretary for a |license; and

(c) Pays a filing fee adopted by rule by the secretary.

(3) The secretary may by rule classify licenses according to
specified limtations, such as a maximum nunber of outstanding
certificates, cunulative maxi num of recomended reliance limts in
certificates issued by the certification authority, or issuance only
within a single firm or organization, and the secretary may issue
licenses restricted according to the limts of each classification. A
certification authority acts as an unlicensed certification authority
in issuing a certificate exceeding the restrictions of the
certification authority’ s |license.

(4) The secretary may revoke or suspend a certification authority’s
license, in accordance with the admnistrative procedure act, chapter
34.05 RCW for failure to conply with this chapter or for failure to
remain qualified under subsection (1) of this section. The secretary
may order the summary suspension of a |license pending proceedings for
revocation or other action, which nust be pronptly instituted and
determned, if the secretary includes within a witten order a finding
that the certification authority has either:

(a) Uilized its license in the commssion of a violation of a
state or federal crimnal statute or of chapter 19.86 RCW or

(b) Engaged in conduct giving rise to a serious risk of loss to
public or private parties if the license is not imediately suspended.

(5 The secretary may recognize by rule the licensing or
authorization of certification authorities by other governnental
entities, provided that those |licensing or authorization requirenents
are substantially simlar to those of this state. If licensing by
anot her governnent is so recogni zed:

(a) RCW19. 34. 300 through 19. 34. 350 apply to certificates i ssued by
the certification authorities |icensed or authorized by that gover nnent
in the sane manner as it applies to |licensed certification authorities
of this state; and

(b) The liability limts of RCW 19.34.280 apply to the
certification authorities |icensed or authorized by that government in
the sane manner as they apply to licensed certification authorities of
this state.
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(6) Unless the parties provide otherwise by contract between
t hensel ves, the licensing requirenents in this section do not affect
the effectiveness, enforceability, or validity of any digital
signature, except that RCW 19.34.300 through 19.34.350 do not apply
((+A+elat+oen)) to ((a—digrtal—stghraturethat—cannet—be—vertitedby))
a certificate, and associated digital signature, issued by an
unlicensed certification authority.

(7) A certification authority that has not obtained a license is
not subject to the provisions of this chapter, except as specifically

provi ded.

NEWSECTION. Sec. 4. A newsectionis added to chapter 19.34 RCW
to be codified to foll ow RCW19. 34. 100 i nmedi ately, to read as fol | ows:

Li censes issued under this chapter expire one year after issuance,
except that the secretary may provide by rule for a |onger duration.
The secretary shall provide, by rule, for a systemof |icense renewal,
whi ch may include requirenments for continuing education.

Sec. 5. RCW 19. 34. 110 and 1996 c¢ 250 s 202 are each anended to
read as foll ows:
(1) (( £ ed Bl havi . .
. ' I . : . | ' I
. : bt I e . hori | I
I L ke thi I . I I
rue—speetfythegqualtficattonsofauditors—)) Alicensed certification
authority shall obtain a conpliance audit, as may be nore fully defined
by rule of the secretary, at |east once every year. The auditor shal
issue an opinion evaluating the degree to which the certification
authority conforms to the requirenents of this chapter and the
admnistrative rules adopted by the secretary. If the certification
authority is also a recogni zed repository, the audit nmust include the
repository.
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reguirerents—or—+efusedto—submt—teo—an-audit—)) The certification

authority shall file a copy of the audit report with the secretary.

The secretary may provide by rule for filing of the report in an

electronic format. The secretary ((#ust)) shall publish the report in

the certification authority disclosure record it maintains for the

certification authority ((the—date—of—the—audit—and—the—resulting
. . Y e . hority
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the—perfoermanceauvdit—reguirenent) ).

NEWSECTION. Sec. 6. A newsectionis added to chapter 19.34 RCW
to be codified to foll ow RCW19. 34. 110 i nmedi ately, to read as fol | ows:

(1)(a) An auditor signing a report of opinion as to a conpliance
audit required by RCW 19. 34. 110 nust:

(i) Be a certified public accountant, |icensed under chapter 18.04
RCW or equivalent |icensing statute of another jurisdiction; or

(1i) Meet such other qualifications as the secretary may establish
by rule.

(b) Auditors nust either possess such conputer security
qualifications as are necessary to conduct the audit or enploy,
contract, or associate wth firnms or individuals who do. The secretary
may adopt rules establishing qualifications as to expertise or
experience in conputer security.

(2) The conpliance audits of state agencies and | ocal governnents
who are |licensed certification authorities, and the secretary, nust be
performed under the authority of the state auditor. The state auditor
may contract with private entities as needed to conply with this
chapter.

Sec. 7. RCW 19.34.120 and 1996 c¢ 250 s 203 are each anended to
read as foll ows:

(1) The secretary may investigate the activities of a |icensed
certification authority material to its conpliance with this chapter
and issue orders to a certification authority to further its
i nvestigation and secure conpliance with this chapter.

(2) The secretary may suspend or revoke the license of a
certification authority for its failure to conply with an order of the
secretary.

(3) The secretary may by order inpose and collect a civil nonetary
penalty for a violation of this chapter in an anmunt not to exceed
((+ve)) ten thousand dollars per incident, or ninety percent of the
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recommended reliance limt of a material certificate, whichever is

((+ess)) greater. 1In case of a violation continuing for nore than one
day, each day is considered a separate incident. The secretary my

adopt rules setting forth the standards governing the exercise of the
secretary’s discretion as to penalty anounts.

(4) The secretary may order a certification authority, which it has
found to be in violation of this chapter, to pay the costs incurred by
the secretary in prosecuting and adjudi cating proceedings relative to
the order, and enforcing it.

(5) The secretary mnmust exercise authority under this section in
accordance with the adm nistrative procedure act, chapter 34.05 RCW
and a licensed certification authority may obtain judicial review of
the secretary’ s actions as prescribed by chapter 34.05 RCW The
secretary may al so seek injunctive relief to conpel conpliance with an
order.

Sec. 8. RCW 19.34.200 and 1996 ¢ 250 s 301 are each anended to
read as foll ows:

(1) Alicensed certification authority or subscriber ((fay)) shal
use only a trustworthy system

(a) To issue, suspend, or revoke a certificate;

(b) To publish or give notice of the issuance, suspension, or
revocation of a certificate; or

(c) To create a private key.

(2) Alicensed certification authority nust disclose any materi al
certification practice statenent, and any fact material to either the
reliability of a certificate that it has issued or its ability to
performits services. Acertification authority nmay require a signed,
witten, and reasonably specific inquiry froman identified person, and
paynment of reasonable conpensation, as conditions precedent to
effecting a disclosure required in this subsection.

Sec. 9. RCW 19. 34. 210 and 1996 c¢ 250 s 302 are each anended to
read as foll ows:

(1) Alicensed certification authority may issue a certificate to
a subscriber only after all of the follow ng conditions are satisfied:

(a) The certification authority has received a request for issuance
signed by the prospective subscriber; and

(b) The certification authority has confirnmed that:

SB 5308 p. 8
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(1) The prospective subscriber is the person to be listed in the
certificate to be issued,

(1i) If the prospective subscriber is acting through one or nore
agents, the subscriber duly authorized the agent or agents to have
custody of the subscriber’s private key and to request issuance of a
certificate listing the correspondi ng public key;

(ti1) The information in the certificate to be issued is accurate;

(1v) The prospective subscriber rightfully holds the private key
corresponding to the public key to be listed in the certificate;

(v) The prospective subscriber holds a private key capable of
creating a digital signature; ((and))

(vi) The public key to be listed in the certificate can be used to
verify a digital signature affixed by the private key held by the
prospective subscriber; and

(vii) The certificate provides information sufficient to | ocate or
identify one or nore repositories in which notification of the
revocation or suspension of the certificate will be listed if the
certificate is suspended or revoked.

(c) The requirenents of this subsection may not be waived or
disclaimed by weither the Ilicensed certification authority, the
subscri ber, or both.

(2) If the subscriber accepts the issued certificate, the
certification authority nust publish a signed copy of the certificate
in a recognized repository, as the certification authority and the
subscriber named in the certificate may agree, unless a contract
between the certification authority and the subscriber provides
ot herw se. If the subscriber does not accept the certificate, a
licensed certification authority must not publish it, or nust cance
its publication if the certificate has al ready been publi shed.

(3) Nothing in this section precludes a licensed certification
authority from conformng to standards, «certification practice
statenents, security plans, or contractual requirenments nore rigorous
t han, but neverthel ess consistent with, this chapter.

(4) After issuingacertificate, alicensed certification authority
must revoke it imrediately upon confirmng that it was not issued as
required by this section. A licensed certification authority may al so
suspend a certificate that it has issued for a reasonable period not
exceeding forty-eight hours as needed for an investigation to confirm
grounds for revocation under this subsection. The certification

p. 9 SB 5308
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authority nmust give notice to the subscriber as soon as practicable
after a decision to revoke or suspend under this subsection.

(5) The secretary may order the licensed certification authority to
suspend or revoke a certificate that the certification authority
issued, if, after giving any required notice and opportunity for the
certification authority and subscriber to be heard in accordance with
the admnistrative procedure act, chapter 34.05 RCW the secretary
determ nes that:

(a) The certificate was i ssued wi thout substantial conpliance with
this section; and

(b) The nonconpliance poses a significant risk to persons
reasonably relying on the certificate.

Upon determ ning that an energency requires an inmmedi ate renedy,
and in accordance with the adm nistrative procedure act, chapter 34.05
RCW the secretary may issue an order suspending a certificate for a

period not to exceed ((ferty—eirght)) ninety-six hours.

NEW SECTION.  Sec. 10. A new section is added to chapter 19.34
RCW to be codified to follow RCW 19. 34.230 imedi ately, to read as
fol |l ows:

(1) Aunit of state or local governnment, including its appropriate
officers or enployees, nmay becone a subscriber to a certificate for
pur poses of conducting official business, but only if the certificate
is issued by a licensed certification authority. A unit of state
government, except the secretary and the departnent of information
services, may not act as a certification authority.

(2) Acity or county may becone a licensed certification authority
under RCW 19.34.100 for purposes of providing services to |ocal
governnment, if authorized by ordinance adopted by the city or county
| egi sl ative authority.

(3) The limtation to licensed certification authorities in
subsection (1) of this section does not apply to uses of digital
signatures or key pairs limted to internal agency procedures, as to
which the signature is not required by statute, admnistrative rule,
court rule, or requirenment of the office of financial managenent.

Sec. 11. RCW 19. 34. 240 and 1996 ¢ 250 s 305 are each anended to
read as foll ows:

SB 5308 p. 10
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(1) By accepting a certificate issued by a licensed certification
authority, the subscriber identified in the certificate assunes a duty
to exercise reasonable care to retain control of the private key and
prevent its disclosure to a person not authorized to create the
subscriber’s digital signature. The subscriber is released fromthis
duty if the certificate expires or is revoked.

(2) A private key is the personal property of the subscriber who
rightfully holds it.

(3) If a certification authority holds the private Kkey
corresponding to a public key listed in a certificate that it has
issued, the certification authority holds the private key as a
fiduciary of the subscriber named in the certificate, and may use t hat
private key only with the subscriber’s prior, witten approval, unless
the subscriber expressly grants the private key to the certification
authority and expressly permts the certification authority to hold the
private key according to other terns.

(4) A private key in the possession of a state agency or |oca
agency, as those terns are defined by RCW 42.17.020, is exenpt from
public inspection and copyi ng under chapter 42.17 RCW

Sec. 12. RCW 19.34.250 and 1996 ¢ 250 s 306 are each anended to
read as foll ows:

(1) Unless the certification authority and the subscriber agree
otherwise, the licensed certification authority that issued a
certificate that is not a transactional certificate nust suspend the
certificate for a period not to exceed ((ferty—etght)) ninety-six
hour s:

(a) Upon request by a person ((+deptifying-hinmself—or—herself—as))
whom the certification authority reasonably believes to be: (i) The
subscri ber naned in the certificate((s+)):. (ii) a person duly authorized

to act for that subscriber; or ((as—apersen—+n—-apostttontikely—te
knew—of—a—conmpromse—of the seeurtty—ofa—subsertbers—private—key

Hwrediatefamty—ofthesubseriber)) (iii) a person acting on behalf of

t he unavail abl e subscriber; or

(b) By order of the secretary under RCW 19. 34. 210(5).

The certification authority need not confirmthe identity or agency
of the person requesting suspension. The certification authority may
require the person requesting suspension to provide evidence, including
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a statenment under oath or affirmation, regarding the requestor’s
identity, authorization, or the unavailability of the subscriber. Law
enforcenent agencies nmy investigate suspensions for possible
wr ongdoi ng by persons requesting suspension.

(2) Unless the certificate provides otherwise or the certificateis

a transactional certificate, the secretary ((er—a—county——<terk)) my

suspend a certificate issued by a licensed certification authority for

a period ((ef—Fferty—etght)) not to exceed ninety-six hours, if:

(a) Apersonidentifying hinmself or herself as the subscriber naned

in the certificate ((er—as—an—-agent—business—assoctate—enployee—or

a person authorized to act for that subscriber, or a person acting on
behal f of that unavail abl e subscriber; and

(b) The requester represents that the certification authority that
i ssued the certificate is unavail abl e.

The secretary ((er—county—<lerk)) may require the person requesting
suspension to provide evidence, including a statenent under oath or
affirmation, regarding his or her identity, authorization, or the
unavail ability of the issuing certification authority, and may decli ne

to suspend the certificate inits discretion. ((Fheseeretaryor)) Law

enf orcenment agenci es may i nvesti gate suspensions by the secretary ((er
eounty—eterk)) for possible wongdoing by persons requesting
suspensi on.

(3) Imediately upon suspension of a certificate by a |icensed
certification authority, thelicensed certification authority nust give
notice of the suspension according to the specification in the

certificate. If one or nore repositories are specified, then the
licensed certification authority nust publish a signed notice of the
suspension in all the repositories. |If a repository no |onger exists

or refuses to accept publication, or if no repository is recognized
under RCW 19. 34.400, the licensed certification authority nust also
publish the notice in a recognized repository. If a certificate is
suspended by the secretary ((er—ecounty—clerk)), the secretary ((e+
elerk)) nust give notice as required in this subsection for a |licensed
certification authority, provided that the person requesting suspensi on
pays i n advance any fee required by a repository for publication of the
noti ce of suspension.

(4) Acertification authority nust term nate a suspension initiated
by request only:

SB 5308 p. 12
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(a) If the subscriber nanmed in the suspended certificate requests
termnation of the suspension, the <certification authority has
confirmed that the person requesting suspension is the subscriber or an
agent of the subscriber authorized to term nate the suspension; or

(b) When the certification authority discovers and confirns that
the request for the suspension was nade w thout authorization by the
subscri ber. However, this subsection (4)(b) does not require the
certification authority to confirma request for suspension.

(5) The contract between a subscriber and a |licensed certification
authority may |limt or preclude requested suspension by the
certification authority, or may provide otherwi se for term nation of a
request ed suspensi on. However, if the contract limts or precludes
suspension by the secretary ((er—eounty—eterk)) when the issuing
certification authority is unavailable, thelimtation or preclusionis
effective only if notice of it is published in the certificate.

(6) No person may knowingly or intentionally msrepresent to a
certification authority his or her identity or authorization in
requesting suspension of a certificate. Violation of this subsection
IS a gross m sdeneanor.

(7) ((Fhe—subsert+ber—+s—+eleasedt+romthedutytokeeptheprivate
| I a4 1) whid I e . led-) )

The secretary may authorize other state or | ocal governnental agencies
to performany of the functions of the secretary under this section
upon a regional basis. The authorization nmust be fornmalized by an
agreenent under chapter 39.34 RCW The secretary may provide by rule
the ternms and conditions of the regional services.

(8) A suspension under this section nust be conpleted within
twenty-four hours of receipt of all information required in this
section.

Sec. 13. RCW 19.34.260 and 1996 ¢ 250 s 307 are each anended to
read as foll ows:

(1) Alicensed certification authority nust revoke a certificate
that it issued but which is not a transactional certificate, after:

(a) Receiving a request for revocation by the subscriber nanmed in
the certificate; and

(b) Confirmng that the person requesting revocation is the
subscriber, or is an agent of the subscriber with authority to request
the revocation.

p. 13 SB 5308
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(2) Alicensed certification authority must confirma request for
revocation and revoke a certificate within one business day after
recei ving both a subscriber’s witten request and evi dence reasonably
sufficient to confirm the identity and any agency of the person
requesting the ((suspensioen)) revocation.

(3) Alicensed certification authority nust revoke a certificate
that it issued:

(a) Upon receiving a certified copy of the subscriber’s death
certificate, or upon confirm ng by other evidence that the subscriber
i s dead; or

(b) Upon presentation of docunments effecting a dissolution of the
subscri ber, or upon confirmng by other evidence that the subscri ber
has been dissolved or has ceased to exist, except that if the
subscriber is admnistratively dissolved and is reinstated before
revocation is conpleted, the certification authority is not required to
revoke the certificate.

(4) A licensed certification authority may revoke one or nore
certificates that it issued if the certificates are or becone
unreliable, regardless of whether the subscriber consents to the
revocation and notwithstanding a provision to the contrary in a
contract between the subscriber and certification authority.

(5) Imrediately upon revocation of a certificate by a |icensed
certification authority, thelicensed certification authority nmust give
notice of the revocation according to the specification in the

certificate. If one or nore repositories are specified, then the
licensed certification authority nust publish a signed notice of the
revocation in all repositories. If a repository no |onger exists or

refuses to accept publication, or if no repository is recogni zed under
RCW 19. 34.400, then the licensed certification authority nust also
publish the notice in a recognized repository.

(6) A subscriber ceases to certify, as provided in RCW 19. 34. 230,
and has no further duty to keep the private key secure, as required by
RCW 19.34.240, in relation to the certificate whose revocation the
subscri ber has requested, beginning at the earlier of either:

(a) Wen notice of the revocation is published as required in
subsection (5) of this section; or

(b) One business day after the subscriber requests revocation in
witing, supplies to the issuing certification authority information

SB 5308 p. 14
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reasonably sufficient to <confirm the request, and pays any
contractually required fee.

(7) Upon notification as required by subsection (5) of this
section, a licensed certification authority is discharged of its
warranties based on issuance of the revoked certificate, as to
transactions occurring after the notification, and ceases to certify as
provided in RCW 19.34.220 (2) and (3) in relation to the revoked
certificate.

Sec. 14. RCW 19.34.280 and 1996 ¢ 250 s 309 are each anended to
read as foll ows:

(1) By specifying a recommended reliance |limt in a certificate,
the issuing certification authority ((and—aceepting—subseriber))
recommends that persons rely on the certificate only to the extent that
the total anount at risk does not exceed the recommended reliance
[imt.

(2) Unless alicensed certification authority wai ves application of
this subsection, a licensed certification authority is:

(a) Not liable for a | oss caused by reliance on a fal se or forged
digital signature of a subscriber, if, with respect to the false or
forged digital signature, the certification authority conplied with al
mat eri al requirenents of this chapter;

(b) Not lIiable in excess of the anbunt specified in the certificate
as its recoommended reliance limt for either:

(i) A loss caused by reliance on a msrepresentation in the
certificate of a fact that the licensed certification authority is
required to confirm or

(i) Failure to conmply with RCW 19.34.210 in issuing the
certificate;

(c) Liable only for direct conpensatory damages in an action to
recover a loss due toreliance onthe certificate. Direct conpensatory
damages do not i ncl ude:

(i) Punitive or exenplary damages((—Nething—+n—this—echapter—ray

a N A
C AL

etherwisebepermttedbythetawofthisstate));
(11) Damages for lost profits or opportunity; or
(1i1) Damages for pain or suffering.

p. 15 SB 5308



© 00 N O Ol WDN P

N NN R R R RRRRPR R
N P O © 00 NO O D WOWDN B O

23
24
25
26
27
28
29
30
31
32
33
34
35
36
37
38

NEW SECTION.  Sec. 15. A new section is added to chapter 19.34
RCW to be codified to follow RCW 19.34.290 imedi ately, to read as
fol | ows:

(1) Alicensed certification authority that discontinues providing
certification authority services shall:

(a) Notify all subscribers listed in valid certificates issued by
the certification authority, before discontinuing services;

(b) Mnimze, to the extent coomercially reasonabl e, disruption to
t he subscribers of valid certificates and relying parties; and

(c) Make reasonable arrangenents for preservation of the
certification authority’ s records.

(2) A suitable guaranty of a licensed certification authority may
not be released until the expiration of the term specified in the
guar anty.

(3) The secretary nmay provide by rule for a process by which the
secretary may, in any conbination, receive, adm nister, or disburse the
records of a licensed certification authority or a recognized
repository that discontinues providing services, for the purpose of
mai ntai ning access to the records and revoking any previously issued
valid certificates in a manner that mnim zes di sruption to subscribers
and relying parties. The secretary’s rules may include provisions by
whi ch the secretary may recover costs incurred in doing so.

Sec. 16. RCW 19. 34. 300 and 1996 c¢c 250 s 401 are each anended to
read as foll ows:

(1) Where a rule of law requires a signature, or provides for
certain consequences in the absence of a signature, that rule is
satisfied by a digital signature, if:

((H—Ne—party-affected by adigital—stgnrature—obieetstothe—use

2—Fhat)) (a) The digital signature is verified by reference to
the public key listed in a valid certificate issued by a |icensed
certification authority;

((3)y—Fhat)) (b) The digital signature was affixed by the signer
with the intention of signing the nessage((;—and—after—thesigher—has
had—an—opportunitytoreview itens—beingsigned)); and

((4))) (c) The recipient has no know edge or notice that the
signer either:
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((a)y)) (i) Breached a duty as a subscriber; or

((p)y)) (i) Does not rightfully hold the private key used to affix
the digital signature.

((Hewever+)) (2) Nothing in this chapter precludes a mark from
being valid as a signature under other applicable |Iaw

Sec. 17. RCW 19.34.310 and 1996 ¢ 250 s 402 are each anended to
read as foll ows:

Unl ess ot herwi se provided by |aw or contract, the recipient of a
digital signature assunes the risk that a digital signature is forged,
if reliance on the digital signature is not reasonable under the
circunstances. If the recipient determines not to rely on a digital
signature under this section, the recipient nust pronptly notify the
signer of any determination not to rely on a digital signature and the
grounds for that determ nation. Nothing in this chapter shall be
construed to obligate a person to accept a digital signature or to
respond to an el ectroni c nessage containing a digital signature, except
as provided in section 20 of this act.

NEW SECTION.  Sec. 18. A new section is added to chapter 19.34
RCW to be codified to follow RCW 19. 34. 310 imedi ately, to read as
fol | ows:

The followi ng factors, anong others, are significant in evaluating
the reasonabl eness of a recipient’s reliance upon a certificate and
upon the digital signatures verifiable with reference to the public key
listed in the certificate:

(1) Facts which the relying party knows or of which the relying
party has notice, including all facts listed in the certificate or
incorporated in it by reference;

(2) The value or inportance of the digitally signed nessage, if
known;

(3) The course of dealing between the relying person and subscri ber
and the available indicia of reliability or unreliability apart from
the digital signature; and

(4) Usage of trade, particularly trade conducted by trustworthy
systens or other conputer-based neans.

Sec. 19. RCW 19. 34. 320 and 1996 c¢c 250 s 403 are each anended to
read as foll ows:
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A nessage is as valid, enforceable, and effective as if it had been
witten on paper, if it:

(1) Bears in its entirety a digital signature; and

(2) That digital signature is verified by the public key listed in
a certificate that:

(a) Was issued by a licensed certification authority; and

(b) Was valid at the tine the digital signature was created.

Not hing in this chapter shall be construed to elimnate, nodify, or
condition any other requirenents for a contract to be wvalid,
enforceabl e, and effective. No digital nessage shall be deened to be
an instrument under ((the—provistons—of)) Title 62A RCW unl ess al
parties to the transaction agree, including financial institutions
af f ect ed.

NEW SECTION.  Sec. 20. A new section is added to chapter 19.34
RCW to be codified to follow RCW 19.34.320 imedi ately, to read as
fol | ows:

(1) A person may not refuse to honor, accept, or act upon a court
order, wit, or warrant upon the basis that it is electronic in form
and signed with a digital signature, if the digital signature was
certified by a licensed certification authority or otherw se issued
under court rule. This section applies to a paper printout of a
digitally signed docunent, if the printout reveals that the digita
signature was electronically verified before the printout, and in the
absence of a finding that the docunent has been altered.

(2) Nothing in this chapter shall be construed to limt the
authority of the suprenme court to adopt rul es of pleading, practice, or
procedure, or of the court of appeals or superior courts to adopt
suppl enmentary | ocal rules, governing the use of el ectronic nessages or
docunents, including rules governing the use of digital signatures, in
judi ci al proceedi ngs.

Sec. 21. RCW 19.34.340 and 1996 ¢ 250 s 405 are each anended to
read as foll ows:

Unl ess otherw se provided by | aw or contract, a certificate issued
by a licensed certification authority is an acknow edgnent and
satisfies any requirenent for a notarized signature, of a digital
signature verified by reference to the public key listed in the
certificate, regardl ess of whether words of an express acknow edgnent
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appear with the digital signature and regardl ess of whether the signer
physi cal |y appeared before the certification authority when the digital
signature was created, if that digital signature is:

(1) Verifiable by that certificate; and

(2) Affixed when that certificate was valid.

Sec. 22. RCW19.34.350 and 1996 ¢ 250 s 406 are each anended to
read as foll ows:

I n adj udi cating a dispute involving a digital signature, a court of
this state presunes that:

(1) A certificate digitally signed by a licensed certification
authority and either published in a recognized repository, or made
avai l abl e by the issuing certification authority or by the subscriber
listed inthe certificate is issued by the certification authority that
digitally signed it and is accepted by the subscriber listed init.

(2) The information listed in a valid certificate and confirnmed by
alicensed certification authority issuing the certificate is accurate.

(3) If adigital signature is verified by the public key listed in
a valid certificate issued by a |licensed certification authority:

(a) That digital signature is the digital signature of the
subscriber listed in that certificate,;

(b) That digital signature was affixed by that subscriber with the
intention of signing the nessage; ((and))

(c) The nessage associated with the digital signature has not been
altered since the signature was affixed; and

(d) The recipient of that digital signature has no know edge or
notice that the signer:

(1) Breached a duty as a subscriber; or

(i1i) Does not rightfully hold the private key used to affix the
di gital signature.

(4) A digital signature was created before it was tinme stanped by
a disinterested person utilizing a trustworthy system

Sec. 23. RCW19.34.400 and 1996 c 250 s 501 are each anended to
read as foll ows:

(1) The secretary nust recognize one or nore repositories, after
finding that a repository to be recogni zed:

(a) I's ((eperatedunder—thedireectionof)) alicensed certification

aut hority;

p. 19 SB 5308



©O© 00 N O Ol WDN P

W W WWWWWNDNRNNNNMNNMNNNMNNNNRRRRRRRERRRPR
O O A W NP O OO0 ~NO UG A WNP O OOLONOO OGP WDNPREO

w w
o0

(b) I'ncludes, or wll include, a data base contai ning:

(1) Certificates published in the repository;

(1i) Notices of suspended or revoked certificates published by
licensed certification authorities or other persons suspending or
revoki ng certificates;

(tit) Certification authority disclosure records for |I|icensed
certification authorities;

(iv) Al orders or advisory statenments published by the secretary
in regulating certification authorities; and

(v) O her information adopted by rule by the secretary;

(c) Operates by neans of a trustworthy system that may, under
admnistrative rule of the secretary, include additional or different
attributes than those applicable to a certification authority that does
not operate as a recogni zed repository;

(d) Contains no significant anount of information that is known or
likely to be untrue, inaccurate, or not reasonably reliable;

(e) Contains certificates published by certification authorities
that conformto legally binding requirenents that the secretary finds
to be substantially simlar to, or nore stringent toward the
certification authorities, than those of this state;

(f) Keeps an archive of certificates that have been suspended or
revoked, or that have expired, within at |east the past three years;
and

(g) Conplies with other reasonabl e requirenents adopted by rul e by
the secretary.

(2) A repository may apply to the secretary for recognition by
filing a witten request and providing evidence to the secretary
sufficient for the secretary to find that the conditions for
recognition are satisfied.

(3) Arepository may discontinue its recognition by filing thirty
days’ witten notice wwth the secretary. In addition the secretary may
di scontinue recognition of a repository in accordance wth the
adm ni strative procedure act, chapter 34.05 RCW if ((++)) the
secretary concludes that the repository no longer satisfies the
conditions for recognition listed in this section or in rules adopted
by the secretary.

Sec. 24. RCW 19. 34. 500 and 1996 c¢c 250 s 603 are each anended to
read as fol |l ows:
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The secretary of state may adopt rules to inplenment this chapter
begi nning ((3uhy—3—3996)) July 27, 1997, but the rules may not take

effect until January 1, 1998.

NEW SECTION.  Sec. 25. A new section is added to chapter 19.34
RCW to be codified to follow RCW 19.34.500 imrediately, to read as
fol | ows:

Thi s chapter supersedes and preenpts all |ocal [aws or ordinances
regardi ng the sane subject matter

NEW SECTION. Sec. 26. A new section is added to chapter 19.34
RCW to be codified to follow section 25 of this act imediately, to
read as foll ows:

This chapter does not preclude crimnal prosecution under other
laws of this state, nor may any provision of this chapter be regarded
as an exclusive renmedy for a violation. Injunctive relief may not be
denied to a party regarding conduct governed by this chapter on the
basis that the conduct is also subject to potential crimnal
prosecuti on.

NEW SECTI ON. Sec. 27. A new section is added to chapter 19.34
RCW to be codified to follow section 26 of this act imediately, to
read as foll ows:

| ssues regarding jurisdiction, venue, and choice of laws for all
actions involving digital signatures nust be determ ned according to
the sane principles as if all transactions had been perforned through
paper docunents.

Sec. 28. RCW 19. 34.901 and 1996 ¢ 250 s 602 are each anended to
read as foll ows:
((Fris—aet—shalt)) (1) Sections 1 through 601, 604, and 605,

chapter 250, Laws of 1996 take effect January 1, 1998.

(2) Sections 602 and 603, chapter 250, Laws of 1996 take effect

July 27, 1997.

NEW SECTION. Sec. 29. A new section is added to chapter 43.105
RCWto read as foll ows:

The department of information services may becone a |icensed
certification authority, under chapter 19.34 RCW for the purpose of
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provi di ng services to state and | ocal governnment. The departnent shal
only issue certificates, as defined in RCW 19.34.020, in which the
subscri ber is:

(1) The state of Washington or a departnent, office, or agency of
t he state;

(2) Acity, county, district, or other nunicipal corporation, or a
departnent, office, or agency of the city, county, district, or
muni ci pal corporation; or

(3) An agent or enployee of an entity described by subsection (1)
or (2) of this section, for purposes of official public business.

NEW SECTION. Sec. 30. Sections 1 through 23, 25 through 27, and
29 of this act takes effect January 1, 1998.

NEW SECTI O\ Sec. 31. If any provision of this act or its
application to any person or circunstance is held invalid, the
remai nder of the act or the application of the provision to other
persons or circunstances is not affected.

~-- END ---
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